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From Katrina to the LAX shooting, recent events have 

shown that emergencies do not occur in silos – and 

that real-time interoperable communication is essential 

for event resolution whether it is to communicate with 

your local community of first responders, or to grant 

situational awareness with your HQ.

With modern technology such as increased mobility, 

changing regulatory demands and new permission-

based network models, emergency managers now 

have an opportunity to not only adopt solutions that 

can help get the word out internally, but also address 

interoperability with other organizations that are part of 

the response.

Many of the lessons learned from recent events 

highlight the need for organizations to coordinate and 

communicate with each other during emergencies. 

From getting information to first responders before 

entering a scene to coordinating action plans, 

organizations need to ensure that they have the means 

to communicate beyond their four walls and connect 

with their respective ecosystems.

By analyzing latest trends and lessons learned, this 

paper outlines the key capabilities to consider when 

evaluating a crisis communication solution. It also 

explores how interoperable communication applies to 

certain use cases across different sectors and how it 

can materially contribute to a better outcome.

Executive Summary
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Introduction

One of the most basic roles organizations have 

is to ensure the safety of their people. During a 

crisis – particularly one where lives are at stake – 

seconds can make the difference between life and 

death, and it’s crucial that emergency responders 

have all the information they need. By the same 

token, authorities need the ability to disseminate 

information to those responders as well as those 

organizations that support critical infrastructure and 

key resources. They need to provide:

  •    Emergency responders the information that 

        they need

  •    The chain of command with 

        situational awareness 

  •    Information to those in the supply chain

  •    Information to personnel potentially 

        impacted by the situation

This paper will consider major incidents in the United 

States in which rapid alerting and communication 

played a significant role in the outcome. We will 

identify specific areas where lack of interoperable 

communication negatively impacted the overall 

response and outcome of a situation. Finally, we’ll 

identify key capabilities for establishing a robust crisis 

communication system that will help ensure the most 

effective crisis response.



Hurricane Katrina
Overview

Hurricane Katrina1 made landfall in southeastern 

Louisiana on the morning of August 29, 2005. The 

Category 5 storm brought winds of up to 175 MPH, 

causing $108 billion in damage and claiming more 

than 1,800 lives. Approximately 600,000 households 

were displaced, including 1.5 million individuals. 

Encompassing some 90,000 square miles, the 

damage centered around the greater New Orleans 

area, parts of Mississippi, Alabama and Florida.

Emergency Response

Response began the day before landfall, as the 

New Orleans mayor ordered all residents to 

evacuate the city. While evacuations continued 

and the storm passed, a variety of government 

and non-government organizations responded to 

help those affected, including the American Red 

Cross, The Salvation Army and the National Guard. 

These groups included more than 2,000 healthcare 

providers, 1,300 search-and-rescue professionals 

and 3,000 hazmat personnel. Overall, more than 

65,000 people responded to devastated areas, 

searching for and rescuing survivors, providing care 

and shelter to those displaced and coordinating the 

delivery of disaster medical assistance.

Points of Failure

The states affected by the hurricane declared 

local and statewide emergencies and – per the 

Emergency Management Assistance Compact 

(EMAC) agreement – requested additional aid from 

non-impacted states. A federal disaster declaration 

was signed by President Bush to galvanize the need 

and accelerate the process. Responders came from 

across the country, but emergency management 

teams were unprepared for the scale of the workforce 

needed. The 65,000 responders – distributed across 

90,000 square miles – included 20,000 civilians who 

could not be easily reached. There was a concern 

about the development of unsafe conditions, 

including flooding and toxic chemical spills. 

Other communication issues posed further challenges 

to responders. In New Orleans, the fire department 

relocated its rescue equipment to higher ground, 

but failed to coordinate with the police department. 

As a result, the police were left largely unable to 

respond once the storm hit, due to flooded vehicles. 

Images of school buses sitting idle underwater told 

the grim story. These transportation resources were 

unable to reach those stranded at the Superdome 

due to a lack of communication and coordination 

between planners and responders. The local phone 

exchange was interrupted by the storm, disrupting 

efforts to contact police commanders and coordinate 

activities. With a complete lack of communication, 

the command structure broke down, contributing to 

sporadic looting and other criminal activity.
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Fort Hood Shooting
Overview

On November 5, 2009, a US Army soldier entered a 

building on the Fort Hood military installation and fired 

a pistol, targeting uniformed soldiers2. For about 10 

minutes, he continued firing before being subdued, 

killing 13 people and injuring 30 others.

Emergency Response

Civilian police officers responded to 911 calls made 

by soldiers at the scene. The gunman had exited the 

building, but continued to fire at soldiers who were 

fleeing the building. The police officers chased the 

shooter and shot him when he stopped to reload.

Points of Failure

The personnel present in the building where the 

shooting took place were unarmed and limited 

in their ability to confront the gunman. The only 

nearby responders were two civilian police officers 

who happened to be on the base directing traffic. 

Dispatchers notified them, following at least one 

911 call by someone on the scene. If the people 

trapped in the building had access to interoperable 

communication tools, the response to the shooter 

might have been faster and stronger. 

Washington Navy Yard Shooting
Overview

On the morning of September 16, 2013, a US 

Navy contract employee came to the Washington 

Navy Yard and opened fire on employees3. For 

approximately an hour, he remained at large. By the 

time he was fatally shot by law enforcement, he had 

killed 12 people and wounded four.

Emergency Response

Approximately 10 minutes after the gunman opened 

fire, the police arrived and began searching for the 

shooter. However, they lacked proper information 

and had to ask bystanders about the building 

location. There was also confusion regarding the 

number of shooters and buildings involved. Without 

reliable intelligence, the police were forced to search 

the building, resulting in an officer being wounded by 

the gunman.

Points of Failure

The police officers responding to the emergency were 

unable to immediately identify which building to enter 

once they arrived. Unable to directly communicate 

with officials on the base, simply entering the correct 

building took far longer than it should have. There 

was also a complete lack of communication between 

the security guard already in the building and the 

police. For instance, one security guard locked 

himself in an office where video surveillance monitors 

would have been an excellent resource for the police 

officers once they arrived. As a result, the responders 

were required to search the building for the shooter, 

leaving him free for a longer period of time. Due to 

the lack of a common communication infrastructure 

or platform, communication between the military 

and civilian decision-makers were both delayed and 

cumbersome. 
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Each of these cases highlights the need for clear and 

coordinated communication, which, if it had occurred, 

would have likely reduced response times and led to 

safer outcomes. Three key lessons emerged upon 

review of these cases:

  1.  Understanding the extent of the 

       emergency and ensuring the right level 

       of response: The first crucial step in any 

        response effort is gaining specific information 

        about what is happening. Different agencies 

        may have different pieces to the overall puzzle 

        that, when shared, provide a clearer picture to 

        all involved parties. When information is not 

        relayed directly by someone in clear authority 

        to responders and others whose lives are at 

        stake, there is a much greater risk that 

        information will be miscommunicated or will 

        not reach everyone who needs it. The result 

        may be inadequate response, or over-

        committing resources to one area while 

        neglecting others.

  2.   Coordinating efforts between different 

        organizations or groups of responders: In 

        any emergency, multiple agencies will 

        respond. In multi-agency incidents, a primary 

        need exists to gather and assess elements 

        present at the scene of operations. This 

        data-gathering must be rapidly collected, 

        analyzed, verified, prioritized and 

        disseminated. If commanders and analysts 

        are unable to easily relay information to all 

        parties, the result is confusion and increased 

        danger. For example, if firefighters have 

        deemed a structure unsafe for continued 

        searching and mandate evacuation, but police 

        officers continue to search for the missing, 

        their lives are unnecessarily put at risk. 

        In the case of a fire, if an emergency 

        evacuation order is given, all responders 

        need to know, so they can remove themselves 

        from the danger zone immediately. In all these 

        tasks, time is a critical component. For 

        example, according to the FBI, the average 

        active shooter situation lasts 12 minutes, and 

        more than one-third last just five minutes.4

  3.   Concluding investigations with activity 

        logs and reports: When the emergency 

        is under control, the investigatory and recovery 

        phases begin. It is important that recall 

        messages are sent to the frontlines notifying 

        first responders from multiple organizations 

        that they can stop their mission and begin 

        their recovery actions. All related parties 

        need to have the latest actionable intelligence 

        from an authoritative source to minimize 

        conflicts and confusion. Access control 

        points also need to receive reliable information 

        from command centers to unify messaging for 

        the press and general public.

        Equally important, having a repository or 

        activity log that outlines the action and 

        responses during an event is critical for 

        investigation. By having a way to 

        understand the event end-to-end, 

        investigators can conduct after-action 

        analyses and develop processes or lessons 

        learned for future events.

Lessons Learned



Before we can analyze the requirements for 

addressing the highlighted lessons, we need to 

first understand the technology and regulatory 

changes that are impacting crisis communication. 

These will inform our solution and enable us to be 

more effective.

Internet of Things and Mobility
In the crisis communication market, many 

enhancements are driving a more connected, 

dynamic solution that provides convergence of 

multiple elements of data. The expansion of the 

Internet of things (IoT)5 and digital feeds from a 

variety of inputs can now be connected to crisis 

communication systems and provide automatic, 

real-time information to alert, warn and direct users 

to perform an action and/or activity. RSS feeds and 

processed data/intelligence from both human and 

virtual analytics improve situational awareness and 

generate courses of action that previously were 

not readily available. Mobility initiatives6 across 

the technology spectrum now combine powerful 

computing, extended battery life and location-

based services to make myriad devices capable of 

secure, interactive communication. These devices 

can be embedded in nearly every organization, 

venue and event. The ability to make every person 

and every vehicle an interactive sensor now exists 

via smartphone, tablet, smartwatch, radio or vehicle.  

Regulation and Policy
Not only are changes happening in technology, 

they are also appearing in both regulatory and 

legislative activities. Homeland Security Presidential 

Directive 5 (HSPD-5) – issued after the attacks of 

September 11, 2001 – created a single system to 

synchronize federal, state and local response from 

terrorism. Specifically, it created a principal federal 

official (PFO) and outlined how local incidents can 

be declared an Incident of National Significance that 

escalate from local/tribal/territorial to the state and 

ultimately to the federal government. This system 

was created primarily to ensure that agencies have a 

way to escalate and broadcast their need in a more 

effective way7. 

Another federal initiative to streamline communication 

is the National Public Safety Broadband Network 

or FirstNet8, an ongoing initiative to create and 

operate a National Public Safety LTE Broadband 

Network. Crisis communication platforms should 

be compatible with emerging technology and built 

using common industry standards. The ability to 

interface and integrate with legacy and emerging 

systems, devices and sensors is a key component 

of stretching the investment made by business, 

industry and local communities.  

H.R. 615, the Homeland Security Interoperable 

Crisis Communications Act9, was created after 

emergency events to address the apparent need for 

better interoperable communication between two-

way radios and IT solutions. Follow-up legislation 

(e.g., H.R. 2206) is expected that will expand this 

requirement to the state level. This highlights a key 

evolution of the crisis communication market toward 

cross-agency communication and interoperability. 

This emphasis goes beyond just organizations having 

the ability to communicate with their internal people; 

specifically, it requires organizations to communicate 

and collaborate with the whole community and 

ecosystem for a higher level of coordination in crisis 

response and recovery.  
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Networks as a Way to Solve 
Complex Problems
Networks have been used by many industries 

to solve its most complex problems10. Without a 

network, the phone as a communication tool has 

little to no value if the majority of the population is 

not part of the network. The ATM network is only 

as valuable as the number of ATMs in the network 

– having thousands of ATMs increases the value for 

the user. 

The concept of networks is not new. What’s new 

is using virtual networks along with permission 

parameters to solve for communication needs. 

There are two predominant forms of networks used 

today – subscription-based and permission-based:

  •    In a subscription-based model, persons are 

        allowed to opt in and subscribe to receive 

        alerts, warnings and messages; this model 

        provides the most inclusive and widest 

        receiver base. The typical downsides are 

        twofold: the amount of “noise” in the 

        system with potential conflicting and 

        redundant messages, and the inability to 

        control who reads the messages. There is 

        no way to authenticate the credentials 

        and authority of the subscriber. This one-

        dimensional blast messaging has its place 

        in daily communication, but has limited 

        scope when applied to crisis 

        communication. Twitter and many social 

        media networks, for example, utilize 

        this model.

  •    In a permission-based model, there is 

        an invite process in which the sender invites 

        the receiver into the network. This step 

        ensures that only those members receiving 

        permission through an authenticated 

        process are allowed to receive messages 

        from the sender. This allows all members 

        to be vetted and authenticated for inclusion 

        in the list of receivers. With trusted 

        permissions in place, additional 

        collaboration features can be augmented to 

        enhance the communication experience – 

        features such as chat, screen sharing, map 

        sharing and many more.

Depending on the need, subscription-based 

models are great to simply get the word out. 

However, when secure two-way communication 

is important, the permission-based model is likely 

more ideal for the emergency response community, 

despite the slight time delay of authentication and 

validation during the set-up process. This network 

model enables you to discover and invite other 

organizations to be part of your network, plus gives 

you full control of who receives your messages. 

Furthermore, because there are distinct accounts 

for each organization on that network, each 

receiving organization can further control what 

messages are forwarded to their own organization. 

Thus, the organization can benefit from situational 

awareness without losing control over what 

messages are sent to their own users.
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With the above trends, many traditional crisis 

communication solutions are no longer relevant to 

the modern communication paradigm. Hardware-

based solutions do not meet the need to notify 

across all channels. Software that enables only 

one-way communication cannot address modern 

crisis scenarios; a comprehensive solution 

that employs both hardware and software is 

essential11. Furthermore, leading solutions are 

now not only addressing internal communication 

needs, but also the need to communicate and 

collaborate with external organizations that are 

part of the response ecosystem.

The key to overcoming the challenges in these 

emergency situations is rapid, secure networked-

based communication among all stakeholders. 

This kind of communication is only possible 

through preparation before an emergency 

happens, and it begins with having the right 

notification solution in place. 

Consider the following capabilities a government 

agency or commercial organization would require 

from a crisis communication solution in order to 

respond effectively to any emergency:

        Multiple communication channels: Some 

       people are at a computer all day checking 

       their email, while others always have a 

       mobile phone with them. Still others may 

       rely on notification boards in the 

       workplace or news feeds. Civilian 

       responders to an emergency may have 

       mobile phones while government response 

       teams may be using radios. The more 

       channels that can be reached 

       simultaneously by the authority, the better 

       chances are that everyone can be notified 

       quickly as the situation develops. 

        Two-way communication: One of the 

       most limiting factors in an emergency is 

       that first responders rarely have the ability 

       to pinpoint their efforts. When a large 

       physical area is involved, as in Katrina, it’s 

       challenging to reach the individuals who 

       need help the most. Two-way response 

       gives authorities prioritization information, 

       enabling responders in the field to prioritize 

       their search and rescue efforts.

        Interoperable communication:  

       Organizations not only need to seamlessly 

       communicate with their internal constituents, 

       but they also need to collaborate with 

       external organizations in their community. 

       The lack of an effective, interoperable 

       cross-agency communication capability is 

       a factor identified in many post-incident 

       critiques and after-action reviews as a point 

       of failure. Permission-based network 

       systems, along with their security 

       attributes and ability to control the end-

       to-end communication, are ideal for 

       promoting collaboration while maintaining 

       data privacy.

        Effective contact management: Most 

       organizations are reluctant to share their 

       contact information with outside groups, 

       aside from a few key contacts. Additionally, 

       as people move into different roles within 

       an organization, there is a constant need 

       for up-to-date information. Rarely do 

       organizations proactively reach out to 

       outside contacts to update contact 

       information that may be needed one 

       day. But if each group can maintain its 

       own comprehensive contact lists, with a 

       single overarching system giving secured 

       access to the appropriate authority in an 

       emergency, the chances are better for 

       successful crisis response. 

        Scalability: In large cities, thousands of 

       responders may be required to provide help 

       in a large disaster. If the communication 

       system is not robust enough to handle high 

       amounts of traffic, responders will not be 

       able to coordinate response, recovery 

       and support tasks. The system should have 

       redundancy built in and be prepared for 

       future growth as it is deployed.   
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        Security and cybersecurity: In order to 

       be effective, all components of the 

       communication system must provide an 

       enhanced level of operational and 

       cybersecurity. The platform, user database 

       and message repository as well as personal 

       identifiable information (PII) must be 

       protected from misuse and security breach.  

       Integrated solution: It is critical that 

       organizations consider using a single system 

       for crisis communication due to the inherent 

       complexities of an emergency. During 

       an event, it is already difficult to ensure that 

       messages are sent out to the respective 

       parties, let alone work with multiple systems 

       to get the word out to multiple channels. 

       Identify a trusted vendor that has deep 

       expertise and capability. When possible, 

       augment your existing crisis communication 

       solution with interoperability rather than 

       implementing an entirely new system.
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Use Cases: How Effective Communication Works

Emergency response requires judgment on the part 

of everyone involved, and split-second decisions 

can make the difference between lives saved and 

those lost. Moreover, municipalities risk additional 

consequences such as legal action if emergency 

services prove inadequate at assisting the population 

in a disaster. With so much at stake, the last thing 

emergency personnel need is a lack of the proper tools 

and the inability to contact everyone who is affected 

by a crisis. Organizations need clear, authoritative 

information, which can be immediately shared to 

everyone who needs it across multiple channels and 

to both internal and external stakeholders that may 

be impacted by the event. 

Consider the following examples of using a 

communication solution that have many, if not all, 

of the above capabilities to prepare and manage 

an event:

Use Case 1 – Military Installation
A US military base is located in Europe, covering 

a large geographic area with dozens of homes 

and official buildings. In addition to the military 

personnel that are under the explicit authority of 

the base commander, there are a dozen or more 

entities indirectly affected by the base operation, 

including a NATO-operated school, local public 

safety organizations from the surrounding community 

and civilian-operated businesses. There is also a 

consulate next to the base. The military has direct 

communication capabilities with only a fraction of the 

people and organizations in the area. 

Next, consider an emergency situation that might 

arise – such as an active shooter. If a shooter is 

present on the base, the commanders would need 

a solution that can spread the word internally to 

the military personnel on the base. Furthermore, 

they would also have to contact the handful of non-

military entities, such as the principal of the school, 

the consul’s assistant and the local police station.

With a solution that enables interoperable 

communication via a permission-based network, 

the base commanders would have access to the 

entire ecosystem with the latest contact information 

to coordinate their response. If they were using their 

prior crisis communication system, they would be 

limited to contacting a handful of individuals via an 

email distribution list or a phone tree system that 

may be outdated. The first few individuals would 

then notify their respective organizations, and it 

may take hours to notify people and confirm that 

everyone is alerted and taking proper precautions. 

With the average shooter incident lasting just 12 

minutes, that may be too long to save potential 

victims of the attack.
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Use Case 2 – 
Industrial Community
A small US town is home to a chemical plant that 

employs most of the town’s population. One day, a 

fire at the plant ruptures a storage tank and releases 

dangerous chemicals into the river that runs through 

town. The plant’s management immediately informs 

law enforcement, which has only a short time to 

inform as many people as they can downstream, so 

they will stay away from the water. The local water 

treatment plant must also be notified immediately, so 

they can prepare to deal with the situation.

In the old paradigm, local government authorities 

have only a few key people they can directly reach. 

Each of those individuals is then responsible for 

alerting hundreds more. In many cases, responders 

are caught up in the event and fail to relay their 

message to the plethora of individuals in multiple 

organizations or teams. As a result, hundreds of 

people may be endangered simply from lack of 

effective communication. But if the local government 

has access to a notification system that includes a 

large number of network organizations in their local 

region, then the word spreads much more quickly 

and with more assurance.

Use Case 3 – Critical 

Seaport Infrastructure
A large seaport on the Gulf Coast receives cargo 

and commodities on a continuous basis. The 

port’s management, operations and security staff 

coordinate emergency preparedness and response 

activities for dozens, if not hundreds, of tenants at 

the port. Local public safety agencies maintain 

jurisdiction for emergency medical services, police 

and fire department response inside the port 

boundaries. Additionally, federal agencies provide 

statutory and regulatory services and activities within 

the port. Having an interoperable communication 

system that cuts through the organizational silos in 

the event of an emergency and provides secure, 

encrypted communication to all agencies is critical.

For more information please visit the 
AtHoc website, or call 650-685-3000
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This paper highlights the key capabilities of an 

effective crisis communication solution. Given the 

lessons learned from major incidents and changes in 

technology and regulatory policies, the importance 

of interoperable communication during times of crisis 

is evermore critical. 

Specifically, a modern crisis communication solution 

must provide a seamless exchange of critical 

information between organizations, their people, 

devices – and any external entity. That’s essential, as 

no event occurs in isolation. Undeniably, it’s critical 

for organizations to adopt crisis communication 

solutions that go beyond internal communication and 

include information exchange with the surrounding 

community. Utilizing hardware and mobile is just the 

beginning of this effort; the latest network models, 

namely permission-based, should also be part of any 

modern crisis communication agenda.

It is essential that organizations identify the other 

organizations that need to be part of their crisis 

communication network. They should evaluate 

solutions that address both the internal and 

external communication needs to leverage their 

entire ecosystem – to ensure maximum effective 

crisis response.

This much is certain: crisis events are not abating 

and, in fact, are on the rise. Since December 2012, 

for example, a school shooting happens every 10 

days in the US; that’s 44 shootings in total, which 

have claimed 28 lives.12 Clearly, the time for fully 

interoperable crisis communication has come – and 

is long overdue.
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